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Enterprise Resource Planning (ERP)

An ERP system is a combination 
of a series of integrated

software modules and works in 
a single database, which 

enables an organization to 
manage its resources efficiently 
and effectively, through (1) re-
engineering and automating its 

business processes, (2) data 
sharing procedures, and (3) data 
access within the environment 

in a real-time work



Halal Authentication

The process to verify and certify a product or service, in terms of 
compliance with the requirements of Islamic Law (Shariah), to be 
permitted or “halal” for consumption or use by Muslims

The Authentication process ensures that the product or service has been 
produced, processed, or presented in accordance with Islamic Law 
(Shariah)---including: composition, properties, varietal purity, 
origin/geography, and technology/production method

A series of appropriate methods are needed to obtain accurate and 
reliable results, in the process of monitoring and controlling the halal 
authenticity of ingredients/products (food).



ERP Halal Authentication: How does it work?



Halal Authentication: SLR
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Halal Authentication: SLR, six steps of authentication

Halal 
labelling

Halal 
certification 

checking

Physical 
inspection

Tracking
Laboratory 

Testing

Production 
Process 
Auditing

Administrative Authentication
Physical 

Authentication

Administrative 
+ Physical 

Authentication



ERP Halal Authentication: Goals

Conducts the six halal 
authentication steps 
automatically, and…

Records the process and 
outcome  into the ERP 

System for the 3T (trust-
transparent-traceable) 

operation, and…



Intelligent ERP Halal Authentication: Goals

Conducts the six halal 
authentication steps 
automatically, and…

Records the process and 
outcome  into the ERP 

System for the 3T (trust-
transparent-traceable) 

operation, and…

Capable in executing the 
decision making processes 

based on the data 
analytics



ERP (existing)



ERP Halal Authentication



Meat products: Logistic, Critical Processes



Existing Halal Authentication

Purchase Order, Health 
Certificate, Cargo 

Description, Inspection 
Certificate, Halal Certificate, 

Country of Origin, Packing 
List, Commercial Invoice

Administrative Authentication



Existing Halal Authentication: research gap

Manual: health certificate, cargo document, 

inspection certificate, halal certificate, country of 
origin, packing list, and commercial invoice

NOT Integrated: not recorded in ERP, 

no traceability, data tampering/ falsification, and 
human error, security and inefficient

NO data analytic: data driven-

decision making process



Method: MBSE (Model Based System Engineering)

• Functional Architecture: Business Process-Functional & NON-
Functional Engineering, BPMN

• Conceptual Architecture: Class Diagram

• Logical Architecture: Internal Block Diagram

• Physical Architecture



ERP Halal Authentication: Before vs After (Static Data)
Business 

Process ID
Actor Task Description

Business 

Process ID
Actor Task Description

BP.I-01 Vendor  Register as a Supplier

Registers as a supplier by providing their personal and contact information, such as 

name, address, email, and phone number, etc to the system. This also includes the 

administrative functions, such as: payment method, bank ID, bank name & address, 

currency etc.

BP.I-01 Vendor  Register as a Supplier

Registers as a supplier by providing their personal and contact information, such as name, address, email, and 

phone number, etc to the system. This also includes the administrative functions, such as: payment method, bank 

ID, bank name & address, currency etc.

BP.I-02 Vendor  Login to the system Logs into the system using their registered username and password. BP.I-02 Vendor  Login to the system Logs into the system using their registered username and password.

BP.I-03 Vendor Receive the RFQ
Review the opportunity to satisfy the RFQ, which covers: products, ordered quantity, 

quality standard, time scheduling, shipment arrangement etc.
BP.I-03 Vendor Receive the RFQ

Review the opportunity to satisfy the RFQ, which covers: products, ordered quantity, quality standard, time 

scheduling, shipment arrangement etc.

BP.I-04 Vendor Response to RFQ Submit the confirmation via email, whether to receive/ proceed or to reject BP.I-04 Vendor Response to RFQ Submit the confirmation via email, whether to receive/ proceed or to reject

BP.I-05 Vendor Receive the PO
Review the data matching between the original RFQ vs PO and to deliver a PO 

confirmation
BP.I-05 Vendor Receive the PO Review the data matching between the original RFQ vs PO and to deliver a PO confirmation

BP.I-06 Vendor Prepare the Health Certificate
To submit all necessary terms & conditions, and to get the document from the Ministry 

of Health
BP.I-06 Vendor Prepare the Health Certificate To submit all necessary terms & conditions, and to get the document from the Ministry of Health

BP.I-07 Vendor Prepare the Halal Certificate
To submit all necessary terms & conditions, and to get the document from the 

approved Halal Certification Body
BP.I-07 Vendor Prepare the Halal Certificate To submit all necessary terms & conditions, and to get the document from the approved Halal Certification Body

BP.I-08 Vendor Prepare the Inspection Certificate
To request for an inspection to the approved/ appointed Inspection Body, in order to 

get this document
BP.I-08 Vendor Prepare the Inspection Certificate To request for an inspection to the approved/ appointed Inspection Body, in order to get this document

BP.I-09 Vendor Prepare the Cargo Description
To request for an inspection to the approved/ appointed Inspection Body, in order to 

get this document
BP.I-09 Vendor Prepare the Cargo Description To request for an inspection to the approved/ appointed Inspection Body, in order to get this document

BP.I-10 Vendor Prepare the Packing List To request the document from the 3rd Party Logistic (3PL) BP.I-10 Vendor Prepare the Packing List To request the document from the 3rd Party Logistic (3PL)

BP.I-11 Vendor Prepare the COO To request the document from the 3rd Party Logistic (3PL) BP.I-11 Vendor Prepare the COO To request the document from the 3rd Party Logistic (3PL)

BP.I-12 Vendor Prepare the Commercial Invoice Prepare the document in accordance to the approved PO BP.I-12 Vendor Prepare the Commercial Invoice Prepare the document in accordance to the approved PO

BP.I-13 Purchasing
To prepare the RFQ, based on the 

MRP 
To prepare the RFQ, based on the MRP Result BP.I-13 Vendor Data Encoding for Barcode

Submit the data of the 8 (eight) inbound logistic paperworks in accordance to the actual document and 

product, including the 3 (three) keys information: PO#, HC#, and Container#

BP.I-14 Purchasing
To prepare the PO based on the 

RFQ
PO Preparation, based on the RFQ and confirmation from the Vendor BP.I-14 Purchasing

To prepare the RFQ, based on the 

MRP 
To prepare the RFQ, based on the MRP Result

BP.I-15 Purchasing
To prepare the PO for the 3rd party 

Laboratorium

Generate a PO for the halal laboratory testing, as well as to deliver the meat sample for 

the laboratory's need
BP.I-15 Purchasing

To prepare the PO based on the 

RFQ
PO Preparation, based on the RFQ and confirmation from the Vendor

BP.I-16
Custom 

Clearance

 Receive all 8 (eight) associated 

documents

Arrange the receipt documents accordingly and schedule for the Administrative Halal 

Authentication
BP.I-16 Purchasing

To prepare the PO for the 3rd party 

Laboratorium
Generate a PO for the halal laboratory testing, as well as to deliver the meat sample for the laboratory's need

BP.I-17
Custom 

Clearance

Conduct the Administrative Halal 

Authentication

Administrative Halal Authentication for: (1) Halal Labelling, (2) Halal Certificiation 

Checking, (3) Physical Inspection, and (4) Product Tracking
BP.I-17 Purchasing

To coordinate with Vendor for any 

document re-submission
Manage for the data updating, based on the Administrative Halal Authentication

BP.I-18
Custom 

Clearance

Record the Result of the 

Administrative Halal 

Authentication

Record the actual result of those 4 (four) administrative authentication steps 

accordingly and to report it to Purchasing
BP.I-18

Custom 

Clearance

 Receive all 8 (eight) associated 

documents
Arrange the receipt documents accordingly and schedule for the Administrative Halal Authentication

BP.I-19
Custom 

Clearance
Send the result of Administrative 

Halal Authentication to Purchasing

In order to either document re-submission by vendor, or to get the 3rd Party 

Laboratorium to conduct the Halal Laboratory Testing for the incoming frozen meat
BP.I-19

Custom 

Clearance
Conduct the Administrative Halal 

Authentication

Administrative Halal Authentication for: (1) Halal Labelling, (2) Halal Certificiation Checking, (3) Physical 

Inspection, and (4) Product Tracking

BP.I-20
Inventory/ 

Warehouse
Inventory/ PO Receipt

Conduct the receiving of the halal imported frozen meat in Warehouse BP.I-20
Custom 

Clearance

Record the Result of the 

Administrative Halal 

Authentication

Record the actual result of those 4 (four) administrative authentication steps accordingly and to report it to 

Purchasing

BP.I-21
Inventory/ 

Warehouse
Inventory management

Physically segregate the halal and non-halal products BP.I-21
Custom 

Clearance
Send the result of Administrative 

Halal Authentication to Purchasing

In order to either document re-submission by vendor, or to get the 3rd Party Laboratorium to conduct the Halal 

Laboratory Testing for the incoming frozen meat

BP.I-22
Inventory/ 

Warehouse
Inventory/ PO Receipt Conduct the receiving of the halal imported frozen meat in Warehouse

BP.I-23
Inventory/ 

Warehouse
Inventory management Physically segregate the halal and non-halal products

BP.I-24
System 

Administrator

To set the Vendor-Products 

arrangement
Halal products are able to be purchased only to the assigned/ particular Vendor 

BP.I-25
System 

Administrator

To set the Location/ Warehouse-

Vendor arrangement
Halal products are able to be stored in the assigned/ particular location or warehouse

Busines Process (Existing) Busines Process (Designed)

Business Process: Existing vs 
Designed



ERP Halal Authentication: Functional & Non-Functional 
Requirement (existing vs designed)

Req ID
Requirement 

Description
Input Process Output

Mathematical 

Model

BP.I ID 

(Parent)
Req ID

Requirement 

Description
Input Process Output Mathematical Model

BP.I ID 

(Parent)

FR-01
The system must allow 

users to create an account

User 

registration 

information

User 

registration 

process

User account 

created 

successfully

createAccount(userInf

o) = userAccount
All FR-01

The system must allow 

users to create an account

User 

registration 

information

User 

registration 

process

User account 

created 

successfully

createAccount(userInf

o) = userAccount
All

FR-02

The system must allow 

users to log in to their 

account

User login 

information

User login 

process

User logged 

in 

successfully

logIn(loginInfo) = 

userSession
All FR-02

The system must allow 

users to log in to their 

account

User login 

information

User login 

process

User logged 

in 

successfully

logIn(loginInfo) = 

userSession
All

FR-03
The system must allow 

users to create a location

Location 

registration 

information

Location 

registration 

process

Location 

created 

successfully

createLocation(locati

onInfo) = 

locationAccount

All FR-03

The system must allow 

users to create a Vendor 

account who has halal 

certification

User: Halal 

Vendor 

registration 

information

User: Halal 

Vendor 

registration 

process

User: Halal 

Vendor 

account 

created 

successfully

createHalalVendorA

ccount(userInfo) = 

userHalalVendorAcc

ount

All

FR-04

The system must allow 

users to transfer and issue 

inventory from the 

location created

Inventory 

movement 

and 

Outstanding 

PO 

information

PO Receipt, 

WO Receipt, 

Inventory 

Transfer 

process

Inventory 

transacted in 

successfully

transactInventory(inv

entorytransactionInfo) 

= 

InventoryTransaction

Session

BP.I-05, 

BP.I-06
FR-04

The system must allow 

users to create a location

Location 

registration 

information

Location 

registration 

process

Location 

created 

successfully

createLocation(locatio

nInfo) = 

locationAccount

All

FR-05

The system must allow 

users to inquiry the MRP 

Result: Planned Purchase 

Order (PPO)

List of PPO

Planned 

Purchase 

Order Inquiry

List of 

oustanding 

PPO

InquiryPPO() = 

PPOList

BP.I-03, 

BP.I-04
FR-05

The system must allow 

users to create a Halal 

Location

Halal Location 

registration 

information

Halal 

Location 

registration 

process

Halal 

Location 

created 

successfully

createHalalLocation(

locationInfo) = 

halallocationAccount

All

FR-06

The system must allow 

users to inquiry the 

outstanding PO in 

particular Vendors

Open PO 

Status and 

Vendor 

Details

Outstanding 

PO Inquiry

List of 

outstanding 

PO vs Vendor

InquiryPO() = POList
BP.I-05, 

BP.I-06
FR-06

The system must allow 

users to transfer and issue 

inventory from the 

location created

Inventory 

movement and 

Outstanding PO 

information

PO Receipt, 

WO Receipt, 

Inventory 

Transfer 

process

Inventory 

transacted in 

successfully

transactInventory(inve

ntorytransactionInfo) 

= 

InventoryTransactionS

ession

BP.I-05, 

BP.I-06

Functional Requirement (existing) Functional Requirement (designed)



ERP Halal Authentication: Non-Functional Requirement

Requirement 

ID

Requirement 

Description
Type Input Process Output

Mathematical 

Model

NFR-001

The system must have a 

response time of less 

than 5 seconds

Performance 

Requirements
User requests

System response 

time monitoring 

process

System responds 

within 5 seconds 

or less

t_response <= 5

NFR-002

The system must be 

able to handle 100 

concurrent users

Performance 

Requirements

Concurrent user 

requests

System capacity 

monitoring 

process

System can 

handle 100 

concurrent users

n_users <= 100

NFR-003
The system must have 

99% availability

Reliability 

Requirements

System uptime 

monitoring

System uptime 

monitoring 

process

System is 

available 

99.99% of the 

time

availability >= 

99%

NFR-004

The system must be 

secure and prevent 

fraudulent activity

Security 

Requirements

Security threats 

and user 

activities

Security 

monitoring and 

prevention 

process

Security threats 

and fraudulent 

activities 

prevented

p_fraudulent_act

ivity = 0

NFR-005

The system must be 

able to manage the 

Halal Authentication 

Steps

Performance 

Requirements

Halal 

Authentication 

for each PO for 

Halal Products

Barcode 

Scanning process

Halal 

Authentication 

Process

halal_authenticat

ion_activity = 

True

NFR-006

The system must send 

notifications within 5 

seconds of the event

Performance 

Requirements

Event 

information

Notification 

sending process

Notifications 

sent within 5 

seconds of the 

event

t_notification <= 

5

NFR-007

The network 

infrastructure must 

provide high 

availability and uptime 

to ensure the auction 

system is accessible to 

users

Availability 

Requirements

Network 

infrastructure

System uptime 

and accessibility

System available 

to users with 

uptime of at 

least 99.9%

availability >= 

99.9%

NFR-008

The system must have 

sufficient storage 

capacity to store 

blockchain data

Capacity 

Requirements

Amount of 

blockchain data Storage capacity

Sufficient 

storage capacity 

to store 

blockchain data

storage_capacity 

>= 

required_storage

_capacity

Non Functional Requirement



ERP Halal Authentication: Functional Architecture for 
Purchase



ERP Halal Authentication: Functional Architecture for 
Inventory



ERP Halal Authentication: Conceptual Architecture for 
Purchase



ERP Halal Authentication: Conceptual Architecture for 
Inventory



ERP Halal Authentication: Logical Architecture for 
Inventory



ERP Halal Authentication: Logical Architecture for 
Purchase



ERP Halal Authentication: Physical Architecture



Intelligent ERP Halal Authentication: Data Analytics
1 2 3 4 5 6 7 8 9

PR Sales & Purchase Contract Health Certificate Cargo Description Inspection Certificate Halal Certificate COO PL Commercial Invoice

Document Number Contract # Health Certificate # Inspection Certificate # Halal Certificate #

Document Date

Document Issuer, Address, Country

1 Requested Date

Purchase Order Number

2 Halal Declaration

Price Total CIF

Penalty

Inspector/ Surveyor

Payment

3 Competent Authority

Local Competent Authority

Country of Origin

Country of Dispacth

Country of Destination

Declared point of Entry Jakarta

Condition for transport/ storage Frozen ('-18 C)

Lot or Production Date

Manufacturing Plant Production Plant Processing & Packing Plant

Type of Packaging

4 Inspection Summary

Average Net Weight

Average Gross Weight

Average Temperature

Container Temperature Set

Stuffing Container commenced at

Stuffing Container completed at

5 Cargo Description

Container Seal Number

6 Bill of Lading Data

Slaugterhouse

Brand

Slaughter Date

Processing & Packing Date

No Document Contents

Data Classifying



Intelligent ERP Halal Authentication: Data Analytics

Data Classifying



Intelligent ERP Halal Authentication: Data Analytics

 

Algorithm to 
ensure the data 

matching 
between 9 

documents + 2 
reports involved

Data Classifying



Intelligent ERP Halal Authentication: Data Analytics

Data Anomaly

OK
?

OK
?

Halal
Non 
Halal



Intelligent ERP Halal Authentication: Conclusion

Manual vs 
Automatic

NOT Integrated vs 
Integrated

NO Data Analytic vs 
Business Analytic



Thank you


